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Overview
Goal : 

To copy, move, create, delete, and organize files while working from the Bash shell 

prompt. 

Objectives : 

● Identify the purpose for important directories on a Linux system. 

● Specify files using absolute and relative path names.

● Create, copy, move, and remove files and directories using command-line utilities. 

● Match one or more file names using shell expansion as arguments to shell 

commands. 



Linux File System Hierarchy
The file system hierarchy : 

All files on a Linux system a restored on file systems which a reorganized into a single 
inverted tree of directories, known as a file system hierarchy. 

Tree is inverted because the root of the tree is said to be at the top of the hierarchy, 
and the branches of directories and subdirectories stretch below the root. 



Figure 1. Significant file system directories



Significant File System Directories
The directory / is the root directory at the top of the file system hierarchy. The / 
character is a / so used as a directory separator in file names. 

                             For example, if etc is a subdirectory of the / directory, we could call that directory /etc. 
Likewise, if the /etc directory contained a file named issue, we could refer to that file as /etc/issue. 

Subdirectories of / are used for standardized purposes to organize files by type and 
purpose. This makes it easier to find files. For example, in the root directory, the 
subdirectory /boot is used for storing files needed to boot the system. 



Important Note
The following terms are encountered in describing file system directory contents: 

- Static is content that remains unchanged until explicitly edited or reconfigured. 

- Dynamic or variable is content typically modified or appended by active processes. 

- Persistent is content, particularly configuration settings, that remain after a reboot. 

- Runtime is process- or system-specific content or attributes cleared during reboot. 





Practice : File system hierarchy









Locating files by Names .. Will see the demonstration also..





Absolute paths
An absolute path is a fully qualified name, beginning at the root (!) directory and specifying each 
subdirectory traversed to reach and uniquely represent a single file. 

#Every file in a file system has a unique absolute path name, recognized with a simple rule:-

A path name with a forward slash (/) as the first character is an absolute path name. For exa mp 
le, the absolute path name for the system message log file is /var /log/messages. Absolute path 
names can be long to type, so files may also be located relatively. When a user logs in and opens 
a command window, the initial location is normally the user's home directory. 



Relative Paths
Like an absolute path, a relative path identifies a unique file, specifying only the path 
necessary to reach the file from the working directory. 

Recognizing relative path names follows a simple rule: A path name with anything other than 
a forward slash (/) as a first character is a relative path name. A user in the /var directory 
could refer to the message log file relatively as log/messages. 



Additional Note
For standard Linux file systems, the path name of a file, including all / characters, may be no more than 
4095 bytes long. 

Each component of the path name separated by / characters may be no more than 255 bytes long. File 
names can use any UTF-8 encoded Unicode character except / and the NUL character.



Navigating Paths



Commands

The pwd command displays the full path name of the current location, which 
helps determine appropriate syntax for reaching files using relative path 
names. 

The ls command lists directory contents for the specified directory or, if no 
directory is given, for the current directory. 



Practical Demonstration





Solutions





Managing Files Using Command Line 
Tools



Command Line File Management
File management involves creating, deleting, copying, and moving files. Additionally, 
directories can be created, deleted, copied, and moved to help organize files logically. 

When working at the command line, file management requires awareness of the current 
working directory to choose either absolute or relative path syntax as most efficient for the 
immediate task. 





Guided Exercise



Problem - 1
In your home directory, create sets of empty practice files to use for the remainder of this lab. 

 - Use the shell tab completion to locate and complete path names more easily. 

1. Create six files with names of the form songX . mp3. 
2. Create six files with names of the form snapX . jpg. 
3. Create six files with names of the form filmX . avi. In each set, replace X with the numbers 1 

through 6. 



Problem - 2
From your home directory, move the song files into your Music subdirectory, the snapshot files into your 
Pictures subdirectory, and the movie files into your Videos subdirectory.

hen distributing files from one location to many locations, first change to the directory containing the 
source files. Use the simplest path syntax, absolute or relative, to reach the destination for each file 
management task. 



File Permissions



Command : ls -l 







Octals File Permissions



Understanding the permission syntax



To use chmod to set permissions, we need to tell it:

● Who: Who we are setting permissions for.
● What: What change are we making? Are we adding or removing the permission?
● Which: Which of the permissions are we setting?

We use indicators to represent these values, and form short “permissions statements” such as u+x, where “u” means ” 
user” (who), “+” means add (what), and “x” means the execute permission (which).

The “who” values we can use are:

● u: User, meaning the owner of the file.
● g: Group, meaning members of the group the file belongs to.
● o: Others, meaning people not governed by the u and g permissions.
● a: All, meaning all of the above.



The “what” values we can use are:

● –: Minus sign. Removes the permission.
● +: Plus sign. Grants the permission. The permission is added to the existing permissions. If you want to have this 

permission and only this permission set, use the = option, described below.
● =: Equals sign. Set a permission and remove others.

The “which ” values we can use are:

● r:  The read permission.
● w: The write permission.
● x: The execute permission.



Short Example : Using Octal Permission or using “who what which” Rules. There are many more ways ...





User and Group Management 



Managing Users and Groups 

There are four main user administration files : 

/etc/passwd − Keeps the user account and password information. This file holds the majority of 
information about accounts on the Unix system. 

/etc/shadow − Holds the encrypted password of the corresponding account. Not all the systems 
support this file. 

/etc/group − This file contains the group information for each account. 

/etc/gshadow − This file contains secure group account information. Check all the above files 
using the cat command



Following Commands to Managing 
Users and Groups







SU command : Switch user



Pattern matching Globbing is a shell command-parsing operation that expands a wildcard pattern 
into a list of matching path names. 

Command-line meta-characters are replaced by the match list prior to command execution. 

Patterns, especially square-bracketed character classes, that do not return matches display the 
original pattern request as literal text. The following are common metacharacters and pattern 
classes. 




